PREPARE TO DESTROY

By Hans Sommer – General Manager of The DocuTeam 

Most businesses and individuals have heard of identity theft or know of someone who has had to undergo the agony of repairing their credit.    The average identity theft criminal is able to extract almost $20,000 from their victims while the average Bank robbery nets $2000.   If you’re like most people with an e-mail account, you have received may SPAM e-mails asking for your login or account number from some very convincing web sites.   As a result of these devious activities, identity theft is the fastest-growing crime in the USA, according to the National Crime Prevention Council.   

About 7 million people had their identities stolen in the year ended July 2003, according to two studies done by Gartner Research and Harris Interactive.  An identity theft victim will spend an average of $1,495 and 600 hours getting his or her finances straightened out, according to the Identity Theft Resource Center, not including lawyers' fees.
The government is now taking action to help combat this increasing tide; The Fair and Accurate Credit Transactions Act (FACTA) was passed in December 2003 and scheduled to take effect in June of 2005.  The law requires the destruction - "shredding or burning" or "smashing or wiping" - of all paper or computer disks containing personal information "derived from a consumer report" before it is discarded. FACTA is just one of many recent laws aimed at protecting consumer and company privacy, including medical records, credit information and corporate trade secrets such as HIPAA and Sarbanes-Oxley.  This law will be particularly felt by the small to medium sized business with several employees or ones that handle credit transactions. If an individual or a company employs even one person; a secretary, delivery driver or receptionist and you have their personal information, you have to "destroy" the information before you throw it away.   If proper precautions are not taken, you may be liable for damages.
Shredders are going to become "a household requirement as much as a washer and dryer," says Bob Johnson, executive director of the National Association for Information Destruction (NAID), a paper-shredding industry trade group.   For office supply companies, revenue for personal shredders has grown 20% to 25% annually; shredders are the fastest-growing segment of the total office products market.  Personal shredders can handle the job for most home offices or for personal records. However, in an office environment, on-site shredding services are a better value.  There are about 2,000 companies in North America that do records destruction,  about 1,000 are mobile shred units that can pull up to a business and shred documents.  This is about three times the number that existed five years ago, according to Johnson of NAID.    
A reputable mobile destruction company will provide locking storage bins and a regular pick up schedule of the records, and destroys them on-site.    A certificate of destruction should be provided as confirmation that the records have been completely destroyed.   The DocuTeam is the regional leader in secure records storage and the only locally owned and operated secure on-site destruction company serving from Monterey to Goleta.   
For more information please call in Santa Maria: 805-348- 0060 in San Luis Obispo 805-544-0440.  

Additional Resources
	
	Analysis of the Fair and Accurate Credit Transactions Act of 2003, Pub. L. No. 108-159 (2003), National Consumer Law Center, 
www.nclc.org/initiatives/facta/nclc_analysis.shtml
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	After the FACT Act: What States Can Still Do to Prevent Identity Theft, Consumers Union, www.consumersunion.org/pub/core_financial_services/000756.html

	[image: image2.jpg]



	Federal Trade Commission, FCRA Homepage, FACT Act Actions, 
www.ftc.gov/os/statutes/fcrajump.htm 
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	Federal Trade Commission, Identity Theft Homepage, 
www.consumer.gov/idtheft/



· USA Today 
